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Frame 1 (98 bytes on wire, 98 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.202927000

Time delta from previous packet: 0.000000000 seconds

Time since reference or first frame: 0.000000000 seconds

Frame Number: 1

Packet Length: 98 bytes

Capture Length: 98 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Beacon frame (8)

Frame Control: 0x0080 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 8

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 0

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)

Source address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 1394
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IEEE 802.11 wireless LAN management frame

Fixed parameters (12 bytes)

Timestamp: 0x0000000007AC11AC

Beacon Interval: 0.102400 [Seconds]

Capability Information: 0x0021

.... .... .... ...1 = ESS capabilities: Transmitter is an AP

.... .... .... ..0. = IBSS status: Transmitter belongs to a BSS

.... .... .... 00.. = CFP participation capabilities: No point coordinator

at AP (0x0000)

.... .... ...0 .... = Privacy: AP/STA cannot support WEP

.... .... ..1. .... = Short Preamble: Short preamble allowed

.... .... .0.. .... = PBCC: PBCC modulation not allowed

.... .... 0... .... = Channel Agility: Channel agility not in use

.... .0.. .... .... = Short Slot Time: Short slot time not in use

..0. .... .... .... = DSSS-OFDM: DSSS-OFDM modulation not allowed

Tagged parameters (62 bytes)

Tag Number: 0 (SSID parameter set)

Tag length: 5

Tag interpretation: WILMA

Tag Number: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Mbit/sec]
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Tag Number: 3 (DS Parameter set)

Tag length: 1

Tag interpretation: Current Channel: 13

Tag Number: 5 ((TIM) Traffic Indication Map)

TIM length: 4

DTIM count: 1

DTIM period: 2

Bitmap Control: 0x00 (mcast:0, bitmap offset 0)

Tag Number: 7 (Country Information)

Tag length: 6

Tag interpretation: Country Code: EU, Unknown (0x00) Environment, Start 

Channel: 1, Channels: 13, Max TX Power: 50 dBm

Tag Number: 133 (Cisco Unknown 1 + Device Name)

Tag length: 30

Tag interpretation: Unknown + Name: Cisco 350 - VVM
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Frame 2 (37 bytes on wire, 37 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.272964000

Time delta from previous packet: 0.070037000 seconds

Time since reference or first frame: 0.070037000 seconds

Frame Number: 2

Packet Length: 37 bytes

Capture Length: 37 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Probe Request (4)

Frame Control: 0x0040 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 4

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 0

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)

Source address: 00:0b:cd:8d:30:3b (172.31.194.10)

BSS Id: ff:ff:ff:ff:ff:ff (Broadcast)

Fragment number: 0

Sequence number: 2
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IEEE 802.11 wireless LAN management frame

Tagged parameters (13 bytes)

Tag Number: 0 (SSID parameter set)

Tag length: 5

Tag interpretation: WILMA

Tag Number: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0 [Mbit/sec]
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Frame 4 (84 bytes on wire, 84 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.281343000

Time delta from previous packet: 0.001169000 seconds

Time since reference or first frame: 0.078416000 seconds

Frame Number: 4

Packet Length: 84 bytes

Capture Length: 84 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Probe Response (5)

Frame Control: 0x0050 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 5

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 314

Destination address: 00:0b:cd:8d:30:3b (172.31.194.10)

Source address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 1397
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IEEE 802.11 wireless LAN management frame

Fixed parameters (12 bytes)

Timestamp: 0x0000000007AD44C3

Beacon Interval: 0.102400 [Seconds]

Capability Information: 0x0021

.... .... .... ...1 = ESS capabilities: Transmitter is an AP

.... .... .... ..0. = IBSS status: Transmitter belongs to a BSS

.... .... .... 00.. = CFP participation capabilities: No point coordinator
at AP (0x0000)

.... .... ...0 .... = Privacy: AP/STA cannot support WEP

.... .... ..1. .... = Short Preamble: Short preamble allowed

.... .... .0.. .... = PBCC: PBCC modulation not allowed

.... .... 0... .... = Channel Agility: Channel agility not in use

.... .0.. .... .... = Short Slot Time: Short slot time not in use

..0. .... .... .... = DSSS-OFDM: DSSS-OFDM modulation not allowed

Tagged parameters (48 bytes)

Tag Number: 0 (SSID parameter set)

Tag length: 5

Tag interpretation: WILMA

Tag Number: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Mbit/sec]

Tag Number: 3 (DS Parameter set)

Tag length: 1

Tag interpretation: Current Channel: 13

Tag Number: 133 (Cisco Unknown 1 + Device Name)

Tag length: 30

Tag interpretation: Unknown + Name: Cisco 350 - VVM
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Frame 10 (30 bytes on wire, 30 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.510590000

Time delta from previous packet: 0.000479000 seconds

Time since reference or first frame: 0.307663000 seconds

Frame Number: 10

Packet Length: 30 bytes

Capture Length: 30 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Authentication (11)

Frame Control: 0x00B0 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 11

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 258

Destination address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Source address: 00:0b:cd:8d:30:3b (172.31.194.10)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 13
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IEEE 802.11 wireless LAN management frame

Fixed parameters (6 bytes)

Authentication Algorithm: Open System (0)

Authentication SEQ: 0x0001

Status code: Successful (0x0000)
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Frame 11 (30 bytes on wire, 30 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.513426000

Time delta from previous packet: 0.002836000 seconds

Time since reference or first frame: 0.310499000 seconds

Frame Number: 11

Packet Length: 30 bytes

Capture Length: 30 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Authentication (11)

Frame Control: 0x00B0 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 11

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 258

Destination address: 00:0b:cd:8d:30:3b (172.31.194.10)

Source address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 1403
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IEEE 802.11 wireless LAN management frame

Fixed parameters (6 bytes)

Authentication Algorithm: Open System (0)

Authentication SEQ: 0x0002

Status code: Successful (0x0000)
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Frame 12 (41 bytes on wire, 41 bytes captured)

Arrival Time: Apr 7, 2005 23:30:17.514662000

Time delta from previous packet: 0.001236000 seconds

Time since reference or first frame: 0.311735000 seconds

Frame Number: 12

Packet Length: 41 bytes

Capture Length: 41 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Association Request (0)

Frame Control: 0x0000 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 0

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 258

Destination address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Source address: 00:0b:cd:8d:30:3b (172.31.194.10)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 14
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IEEE 802.11 wireless LAN management frame

Fixed parameters (4 bytes)

Capability Information: 0x0001

.... .... .... ...1 = ESS capabilities: Transmitter is an AP

.... .... .... ..0. = IBSS status: Transmitter belongs to a BSS

.... .... .... 00.. = CFP participation capabilities: No point coordinator

at AP (0x0000)

.... .... ...0 .... = Privacy: AP/STA cannot support WEP

.... .... ..0. .... = Short Preamble: Short preamble not allowed

.... .... .0.. .... = PBCC: PBCC modulation not allowed

.... .... 0... .... = Channel Agility: Channel agility not in use

.... .0.. .... .... = Short Slot Time: Short slot time not in use

..0. .... .... .... = DSSS-OFDM: DSSS-OFDM modulation not allowed

Listen Interval: 0x0001

Tagged parameters (13 bytes)

Tag Number: 0 (SSID parameter set)

Tag length: 5

Tag interpretation: WILMA

Tag Number: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0 2.0 5.5 11.0 [Mbit/sec]
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Frame 13 (36 bytes on wire, 36 bytes captured)

Arrival Time: Apr  7, 2005 23:30:17.517303000

Time delta from previous packet: 0.002641000 seconds

Time since reference or first frame: 0.314376000 seconds

Frame Number: 13

Packet Length: 36 bytes

Capture Length: 36 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Association Response (1)

Frame Control: 0x0010 (Normal)

Version: 0

Type: Management frame (0)

Subtype: 1

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  
From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 213

Destination address: 00:0b:cd:8d:30:3b (172.31.194.10)

Source address: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

BSS Id: 00:40:96:5e:0d:64 (AironetW_5e:0d:64)

Fragment number: 0

Sequence number: 1404
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IEEE 802.11 wireless LAN management frame

Fixed parameters (6 bytes)

Capability Information: 0x0001

.... .... .... ...1 = ESS capabilities: Transmitter is an AP

.... .... .... ..0. = IBSS status: Transmitter belongs to a BSS

.... .... .... 00.. = CFP participation capabilities: No point coordinator 

at AP (0x0000)

.... .... ...0 .... = Privacy: AP/STA cannot support WEP

.... .... ..0. .... = Short Preamble: Short preamble not allowed

.... .... .0.. .... = PBCC: PBCC modulation not allowed

.... .... 0... .... = Channel Agility: Channel agility not in use

.... .0.. .... .... = Short Slot Time: Short slot time not in use

..0. .... .... .... = DSSS-OFDM: DSSS-OFDM modulation not allowed

Status code: Successful (0x0000)

Association ID: 0x001d

Tagged parameters (6 bytes)

Tag Number: 1 (Supported Rates)

Tag length: 4

Tag interpretation: Supported rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) [Mbit/sec]
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Frame 693 (78 bytes on wire, 78 bytes captured)

Arrival Time: May 12, 2004 19:48:17.767774000

Time delta from previous packet: 0.006368000 seconds

Time since reference or first frame: 32.158984000 seconds

Frame Number: 693

Packet Length: 78 bytes

Capture Length: 78 bytes

IEEE 802.11

Type/Subtype: Data (32)

Frame Control: 0x0208 (Normal)

Version: 0

Type: Data frame (2)

Subtype: 0

Flags: 0x2

DS status: Frame is exiting DS (To DS: 0  From DS: 1) (0x02)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 0

Destination address: ff:ff:ff:ff:ff:ff (Broadcast)

BSS Id: 00:20:a6:50:da:c1 (Proxim_50:da:c1)

Source address: 00:00:cd:03:fe:7e (193.205.213.1)

Fragment number: 0

Sequence number: 4002

Logical-Link Control



$����#���� -%*�.�( ����  
Address Resolution Protocol (request)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (0x0001)

Sender MAC address: 00:00:cd:03:fe:7e (193.205.213.1)

Sender IP address: 193.205.213.1 (193.205.213.1)

Target MAC address: ff:ff:ff:ff:ff:ff (Broadcast)

Target IP address: 193.205.213.177 (193.205.213.177)



$����#���� -&���.�( ���� "
Frame 1830 (510 bytes on wire, 510 bytes captured)

Arrival Time: May 12, 2004 19:49:14.356290000

Time delta from previous packet: 0.001401000 seconds

Time since reference or first frame: 88.747500000 seconds

Frame Number: 1830

Packet Length: 510 bytes

Capture Length: 510 bytes

IEEE 802.11

Type/Subtype: Data (32)

Frame Control: 0x0108 (Normal)

Version: 0

Type: Data frame (2)

Subtype: 0

Flags: 0x1

DS status: Frame is entering DS (To DS: 1  From DS: 0) (0x01)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 258

BSS Id: 00:20:a6:50:da:c1 (Proxim_50:da:c1)

Source address: 00:0b:cd:8d:30:3b (CompaqHp_8d:30:3b)

Destination address: 00:00:cd:03:fe:7e (193.205.213.1)

Fragment number: 0

Sequence number: 2078

Logical-Link Control
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Internet Protocol, Src Addr: 192.168.213.24 (192.168.213.24), Dst Addr: 193.205.213.166 

(193.205.213.166)

Transmission Control Protocol, Src Port: 3346 (3346), Dst Port: 3128 (3128), Seq: 1, 
Ack: 1, Len: 438

Hypertext Transfer Protocol

GET http://www.google.it/ HTTP/1.0\r\n

Request Method: GET

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-
excel, application/vnd.ms-powerpoint, application/msword, application/x-shockwave-
flash, */*\r\n

Accept-Language: en-gb\r\n

Cookie: 
PREF=ID=3e55d6d171be104c:LD=it:TM=1070627809:LM=1070627809:S=PTw_56YWtiEG1MLL\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)\r\n

Host: www.google.it\r\n

Proxy-Connection: Keep-Alive\r\n

\r\n
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Frame 1 (286 bytes on wire, 286 bytes captured)

Arrival Time: Apr 8, 2005 10:04:58.768578000

Time delta from previous packet: 0.000000000 seconds

Time since reference or first frame: 0.000000000 seconds

Frame Number: 1

Packet Length: 286 bytes

Capture Length: 286 bytes

Protocols in frame: wlan:llc:ip:tcp:http

IEEE 802.11

Type/Subtype: Data (32)

Frame Control: 0x0108 (Normal)

Version: 0

Type: Data frame (2)

Subtype: 0

Flags: 0x1

DS status: Frame is entering DS (To DS: 1  From DS: 0) (0x01)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 213

BSS Id: 00:20:a6:50:da:ca (Proxim_50:da:ca)

Source address: 00:0b:cd:8d:30:3b (CompaqHp_8d:30:3b)

Destination address: 00:0b:db:73:2b:16 (DellEsgP_73:2b:16)
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Fragment number: 0

Sequence number: 2505

Logical-Link Control

Internet Protocol, Src Addr: 172.31.194.10 (172.31.194.10), Dst Addr: 193.205.213.166 

(193.205.213.166)

Transmission Control Protocol, Src Port: 3072 (3072), Dst Port: 3128 (3128), Seq: 0, 

Ack: 0, Len: 214

Source port: 3072 (3072)

Destination port: 3128 (3128)

Sequence number: 0    (relative sequence number)

Next sequence number: 214    (relative sequence number)

Acknowledgement number: 0    (relative ack number)

Header length: 20 bytes

Flags: 0x0018 (PSH, ACK)

Window size: 17047

Checksum: 0xf08e (correct)

Hypertext Transfer Protocol

GET http://www.unitn.it/scienze/ HTTP/1.0\r\n

Accept: */*\r\n

Accept-Language: en-gb\r\n

Pragma: no-cache\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)\r\n

Host: www.unitn.it\r\n

Proxy-Connection: Keep-Alive\r\n

\r\n
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Frame 2 (10 bytes on wire, 10 bytes captured)

Arrival Time: Apr  8, 2005 10:04:58.768639000

Time delta from previous packet: 0.000061000 seconds

Time since reference or first frame: 0.000061000 seconds

Frame Number: 2

Packet Length: 10 bytes

Capture Length: 10 bytes

Protocols in frame: wlan

IEEE 802.11

Type/Subtype: Acknowledgement (29)

Frame Control: 0x00D4 (Normal)

Version: 0

Type: Control frame (1)

Subtype: 13

Flags: 0x0

DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: 0  

From DS: 0) (0x00)

.... .0.. = More Fragments: This is the last fragment

.... 0... = Retry: Frame is not being retransmitted

...0 .... = PWR MGT: STA will stay up

..0. .... = More Data: No data buffered

.0.. .... = WEP flag: WEP is disabled

0... .... = Order flag: Not strictly ordered

Duration: 0

Receiver address: 00:0b:cd:8d:30:3b (CompaqHp_8d:30:3b)
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�BT3 text mode�
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root
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toor
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� xconf

� flux
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� iwconfig
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eth0      IEEE 802.11b  ESSID:“science-wifi"

Mode:Managed Frequency:2.462 GHz  Access Point: 00:40:96:5E:0D:64

Bit Rate:11 Mb/s   Tx-Power=20 dBm Sensitivity=8/0

Retry limit:7   RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality=46/100  Signal level=-73 dBm Noise level=-88 dBm

Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid frag:0

Tx excessive retries:0  Invalid misc:34   Missed beacon:0
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� iwconfig eth0 mode monitor channel 7
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eth0      unassociated  ESSID:off/any

Mode:Monitor Frequency=2.442 GHz  Access Point: Not-Associated

Bit Rate:0 kb/s   Tx-Power=20 dBm Sensitivity=8/0

Retry limit:7   RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:0  Signal level:0  Noise level:0

Rx invalid nwid:0  Rx invalid crypt:0  Rx invalid frag:0

Tx excessive retries:0  Invalid misc:51   Missed beacon:0
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